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MeToanuyecKkme peKoMeHgauMm 0 pasmeLleH Ha MHPOPMaLMOHHbIX CTeHAAX,
omMumanbHbIX MHTEPHET-CanTax 1 Apyrmx MHHOPMaLNOHHbIX pecypcax
o6L1e06pa3oBaTeNbHbIX OpraHM3aLuii 1 OpraHoB, OCYLLECTBASAOLWNX yrpaBeHne B cdepe

06pasoBaHusA, UH(pOpMaL MK 0 6e30MacHOM MOBEAEHUM U UCMONb30BaHUN CETU «VIHTEpHET»

JkcneptamMmm ¥ 4YneHamu BpemeHHo kKomuccum CoseTa Pegepauun No pasBUTUID
MH(OPMaLMOHHOTO o6LecTBa B paMKaxX BbINOAHEHWUA pPEeKOMeHZauuin  napnameHTCKUX
CNyWaHnin «AKTyanbHble BOMNpPOCbl 06ecnevyeHnss 6e30MacHOCTM W pa3BUTUS feTell B
NH(OPMaLMOHHOM MPOCTPaHCTBe», KoTopble npowwnn B Coeete ®enepaunn 17 anpensd 2017 r.,
Oblnn  pa3paboTaHbl METOAMYECKME PeKOMeHAauuuW O pasMeLeHn Ha MHPOPMaLUOHHbIX
CTeHAax, OoMuuMaNbHbIX  WMHTEPHEeT-caWTax W ApYrnx  WMHMOPMAaLMOHHBLIX  pecypcax
06ule0bpasoBaTeflbHbIX OpraHM3auuii M OpraHoB, OCYLLECTBASIOWINX YMpaBneHne B cdepe
obpas3oBaHus, WHGpoOpMauun o 6e30MacHOM MOBEAEHUU M UCNOSIb30BAHUM CeTU «HTepHeT»
(manee - MeToaMYECKME PEKOMEHAALMNN).

MeTofMyecKne pekoMeHauum Hanpas/fieHbl Ha KayeCTBEHHOE [MOBbILWEHME YPOBHS
NHDOPMALMOHHON  [eATeNlbHOCTN  06ue0bpa3oBaTeNbHbIX — OpraHu3auMidi UM OpraHos,
OCYLLECTBNAOLWMX yNpaB/ieHne B cihepe 06pa3oBaHus, B 4aCTU MH(OPMUPOBAHUS yYaLLUXCH, UX
poauTeneit (3aKOHHbIX NpeiCcTaBUTENEN) U Nefarornyecknx paboTHNKOB 06 OCHOBHBIX acrneKTax
MH(OpPMaLMOHHON 6e30MacHOCTH.

MeToguyeckme pekoMeHpauuy no3BoNAT 06LWeobpa3oBaTeNbHbIM OpraHmn3aumsaM u
opraHam, OCYLLEeCTBAAIOWMNUM ynpasneHne B cepe 00pa3oBaHUA, aKTyaIn3nMpoBaTb YXKe
NCMoNb3yeMble 1 pa3MeLLLeHHble NHOPMaLMOHHbIE MaTepUabl, TaK Y MOATOTOBUTL UX B Cy4ae
NX OTCYTCTBUA C YYETOM /yYLINX MPaKTUK Y PEKOMEHJaLNIA.

B paMKkax MeToAnyecKMX peKoMeHJauui paccmMaTprBatoTCa cliefytolne NHCTPYMEHTbI:

1. MH(OpMaLMOHHbIE CTEHAbI;

2. o(hmumanbHble MHTEPHET-Pecypchl;

3. cpeAcTBa MaccoBOW MHGopmauuy (LUKOMbHbIE raseTbl, Nefarornyeckme nsgaHus
n apyrue).

NHhopMaLyOoHHbIe CTEeHAbI
Ha  vH(popMauMOHHbIX  cTeHAgax B 06Lie06pa3oBaTe/lbHbIX  OpraHu3auusx,
PacMoNOXeHHbIX B (holle yupexaeHuid M B KabWHETaX, OCHALLEHHbIX MNePCOHabHbIMMU

YCTPOICTBaMU NS BbIX0[a B CETb «VIHTEPHET», PEKOMEH/YETCS Pa3MeCTUTb MH(OPMALMOHHbIE



namMsATKK1, COAepXKalinme OCHOBHbIE COBETbI MO 06ecrneyeHnto MH(HOPMaLMOHHON 6e30NacHOCTU
yyawmxcs.

B npunoxeHun Nel K MeTOAMYECKMM PeKOMeHAauusM npefcTaBieH obpasel, MaMsTKu

ANs pasMeLLeHns Ha MHDOPMALMOHHBIX CTeHAAX.

CpefcTBa MaccoBoii MHhopMauum

B cpegctBax  MaccoBoW  MHGOpMauMKM, OPUEHTUMPOBaHHbLIX Ha  obyuvarowmxcs,
PEKOMEHAYEeTCA B TeYeHUW Y4yebHOro roja perynspHo nyb6nnkosaTb WH(POPMALVOHHbIE
mMaTtepuasibl, NOCBALLEHHbIE OTAE/IbHbIM acrekTaM WHHOPMALMOHHON 6e30MacHOCTU, a TaKXKe
pasnyHble NamMATKN 06LLEero xapakrepa.

B cpeactBax MaccoBoW  MH(OpPMaLMK, OPUEHTMPOBAHHBLIX Ha MNefarorMyeckyto
06LLeCTBEHHOCTb, PEKOMEHAYETCA B TEYEHUW KaneHJapHOro rofa perynspHo ny61vkoBaTtb
WH(OPMALMOHHbIE  MaTepuasbl, MOCBALEHHbIE OTAeNbHbIM acrnekTam MH(OPMaLNOHHOM
6e30MacHOCTN KakK HECOBEPLUEHHONETHUX, TaK M 06LLe06pa30BaTeNlbHbIX OPraHn3aLuii, a Takxe
pas/iMyHble NamAaTKW, 0630pbl HOPMATMBHO-MPABOBOIO PErynMpoBaHUA [aHHOW cdepbl K
MH(OPMaLMIO O aKTyaslbHbIX MEPOMNPUATUAX U COObITUSAX B JaHHON Cepe.

B xogme nposefeHus EpvHOro ypoka no 6esonacHocT B ceTn  «VIHTepHeT»
peKoMeHyeTcA 06ecrneynTb BblMyCK TEMAaTUYECKOro BbliMyCcKa CpeCcTBa MacCoOBOW UHOpMaLMK
nn6o cepumn nybAMKaumMm, Cpesy KOTOPbIX PacCMOTPETb OpraHuW30BaHHble MepornpuaTus O

obyvarouxcs, WX  poauTeneid  (3aKOHHbIX MpeAcTaBuTenein) M MNegarornmyeckon
006LLeCTBEHHOCTMN.

OdmumanbHble VIHTepHeT-pecypehl
O6Leobpa3oBaTe/ibHbIM  OpraHu3auuaM  pPekKOMeHAyeTCs Ha CBOMX OQuLManbHbIX
NHTepHeT-pecypcax obecneunTb (hyHKUMOHUPOBaHWE CaMOCTOATE/IbHOT 0 n
crneyunanusnpoBaHHoro pasgen «WHgopmaunoHHas 6e30MacHOCTb», B paMKax KOTOpOro

npesycMOTPeTb pasMeLLeHre CreytoLLei nHhopmalmun;

Neo Pasgen/noapasgen dopmaTt CofeprkaHue maTtepuanos
npeAcTaB/ieHNA
mMaTepunasios
1. JloKanbHble HOPMaTUBHbIE Konuu foKyMeHTOB B Pa3mMeLlaloTcst KOnuu
aKTbl B chepe obecneyeHus (opmate *PDF JOKYMEHTOB, T.e. CKaHWPOBaHHbIN
MH(OPMaLMOHHOM BapuaHT JOKYMEHTA,
6e3onacHoCTM

COOTBETCTBYHOLLMIA TpeboBaHUAM



obyyalmoLmxcs K nmapamMeTpam CKaHWpOBaHWUS.
Pa3meLlaloTca JOKYMEHTbI,
pernameHTUpytoLmne
opraHmsauuio 1 paboty c
NepcoHaNbHbIMU LaHHbIMMK,
nnaHbl MePONpPUATUIA MO
o6ecrneyeHnto MHPOPMaLNOHHO
6e3onacHoOCTM 06yyvaroLLMXCa 1

apyrue.
2. HopmatumBHoe Konun gokymeHToB B TMy6ANKYHOTCA aKTyalibHble
perynnposaHue thopmare *PDF cBefleHusa 06 efepasibHbIX U

PermoHanbHbIX 3aKOHax, NUCbMax
OpraHoB BNacTu u pyrue
HOPMaTUBHO-NPaBOBbIE
LOKYMEHTbI, pernameHTvpytoLLme
obecneyeHne MHPOPMaLNOHHOW
6e3onacHoOCTH
HECOBEpLLEHHONETHNX.
JonyckaeTcs BMECTO Konui
pasmeLLaTb rMNepcebIIKM Ha
COOTBETCTBYHOLLME JOKYMEHTbI Ha
caiiTax opraHoB rocyaapCTBeHHOM
BNacTw.

3. [Meparornyeckum TeKCT Ha cTpaHuue Pa3meLlaloTcs MeTogmyeckne
paboTHVKam caiTa peKoMeHaunn 1 ykasbliBaetcs
Konun OKYMEHTOB B MH(OPMaLMUA 0 MEPONPUATUSX,
thopmare *PDF npoekTax v nporpaMmmax,
HanpaseHHbIX Ha NOBbILLEHNE
MH(OPMALMOHHON rpaMOTHOCTH
nefarormyecknx paboTHMKOB.
4. Ob6yvatowmmcs TeKcT Ha cTpaHuue Pa3melLaeTca MHpOpMaLMOHHaA
caiTa namaTka (npunoxxeHme Ne2) u
yKa3blBaeTcs MHMopmauus o
MeponpuATUAX, NMPOEKTax u
nporpaMmMax, Harpas/IEHHbIX Ha
NoBbILIEHNE NH(DOPMALMOHHOM
rPaMOTHOCTM 06YHaROLLIMXCS.

5 PoauTtenam (3aKOHHbIM TeKCT Ha cTpaHuue Pa3meLaeTcs nHHopMaLMoHHas
npeAcTaBuUTeNAM) canTa namsaTka (npunoxkeHme Ne3).
obyuaroLmxcs

6. [eTckue 6e3onacHble caimTbl ~ TEKCT Ha CTpaHuLe Pa3melyaetcd nHGpopmaumus o

canTta PEKOMEHAYEMbIX K

MCMOMb30BaHNIO B Y4e6HOM
npouecce 6e30MacHbIX canTax,

6aHHepbl 6e30NacHbIX AeTCKUX
calToB.

OpraHam, OCYLUeCTBASAKOLMM YynpaBieHne B ctepe 06pa3oBaHUss, PEKOMEHAYeTcs Ha

CBOMX O(uLManbHbIX VIHTepHeT-pecypcax 06ecneunTb PYHKLMOHMPOBAHWE CaMOCTOATENbHOIO

M CheuuannsnpoBaHHoOro pasgen «VHgopmalMoHHas 6e30MacHOCTb», B paMKax KOTOPOro

npeaycMOTPEeTb pasmeLlleHne creaytoLei nHhopmaLum:



MpunoxeHne Nel. MamATKa gnsa obyyvarowmxca 06 MHGOpPMaLMOHHOW 6e30NacHOCTH feTel

HEJ1b34

1

Bcem nogpsg coobiaTh CBOK YacTHYH WHGopMauuio (HacToAwme wums, pamuauio,
TeneoH, agpec, HOMep LUKO/IbI, & TaKXe (PoTorpammn cBou, CBOel CeMbYU U Lpy3ei);

2. OTKpbIBaTb B/IOXEHHbIE (hai/ibl 3NeKTPOHHOM NOYTbI, KOTAa He 3Haelllb OTNpaBUTeNs;

3. pybuTb, NpuanpaThbCs, OKasbiBaTh LaBeHNe — BECTU Ce65 HEBEX/IMBO U arpeccuBHO;

4. He pacnopsbkaiica paeHbramm TBOEl CembW 0e3 paspelleHus cTaplumx - Bcerga
cnpawumBain pogutenei;

5. He BcTpeuvaiica Cc VIHTEpPHET-3HAKOMbIMW B peaslbHOW XXWM3HM - T[OCOBETYNCA CO
B3POC/IbIM, KOTOPOMY [J0BEpPSeLLb.

OCTOPOXHO

1 He Bce nuwyT npasgy. Yutaews o cebe Henpasgy B VIHTepHeTe — coobwwy 06 3TOM
CBOUM POAUTENAM WK OMNEKyHaMm;

2. TpurnawatoT nepenuncbiBaTbCs, UrpaTb, 06MeHMBATLCS - NPOBEPb, HET /1N MOLABOXA,;

3. HesakoHHOe KonupoBaHue (aiinos B IHTepHeTe - BOPOBCTBO;

4. Bcerpa pacckasblBail B3poc/ibIM 0 nMpobnemax B CETW - OHW BCerga nomoryr;

5 Wcnonb3ylh HaCTPOWKM 0e30MacHOCTM W MNPUMBATHOCTM, 4YTOObI He MOTepATb CBOU
aKKayHTbl B COLCETAX W Apyrux nopranax.

MO>XHO

1 YBaxai gpyrux nonb3osartenei;

2. Monb3yewbcs VIHTEPHET-UCTOUYHUKOM - [enali CCbl/IKY Ha Hero;

3. OTKpbIBail TONbKO Te CCbIMIKM, B KOTOPbIX YBEPEH;

4, O6warbca 3a MOMOLLbIO B3POC/bIM - POAUTENN, ONeKyHbl U afMUHWUCTpaLus caiToB
Bcerga noMmoryrT;

5. Mpoiign oby4yeHne Ha cainTe «CeTeBMYOK» M NOMYyYM NacnopT LUMpPoBOro rpaxgaHuHal



MpunoxxeHue Ne2. MIHhopMaLNOHHas NaMATKa /151 06y4vatoLWMXCs Af1s1 pasmMeLLleHNs Ha
omymanbHbIX MIHTepHeT-pecypcax

C KaXabIM rofom MONOAEXMU B MHTEPHETE CTaHOBUTLCA 60/1bLUE, a LWKOJIbHUKM oAHWN M3
CaMbIX aKTUBHbIX MOMNb30BaTeNei PyHeTa. Me)K,qy TEM, MOMMMO OFpoOMHOro KOJIN4ecTBa

BO3MOXXHOCTEM, MHTEPHET HeCceT U NpobaemMbl. 3Ta NamaTKa A0/HKHA NOMOYb Tebe 6e3onacHo
HaxoAMTbCA B CETW.

KoMnbloTepHble BUPYCHI

KoMnbloTepHbIlA  BUPYC -  3TO  Pa3sHOBWMAHOCTb  KOMMBbKOTEPHbIX — NPOrpamm,
OTNNUNTENbHOW  OCOGEHHOCTbID  KOTOPOW  SBNMSIETCA  CMOCOBHOCTb K PasMHOXEHWID. B
[OMOJIHEHME K 3TOMY, BMPYCbl MOFYT MOBPEAUTbL MU MOMHOCTLH YHUUTOXWUTL BCE (halifibl 1
JaHHble, MOAKOHTPO/IbHbIE MOMb30BATENH, OT MMEHU KOTOPOro Obina 3amylieHa 3apaEéHHas
nporpammMa, a Take MOBPeAWUTb WM AAXKE YHUUTOXMTb OMEepaLMOHHYH CUCTEMY CO BCEMMU
(haiinamm B LenoM. B 60/bLIMHCTBE ClyYaeB PacrnpoCTPaHATCS BUPYChl Yepe3 UHTEPHET.

MeTogbl 3aWmnTbl OT BPEJOHOCHbIX NPOrpamm:

1 Wcnonb3yil cOBPEMEHHbIE OMEPALNOHHbIE CUCTEMbI, MMEIOLLINE CEPbE3HbI YPOBEHb
3alnTbl OT BPEAOHOCHbIX NPOrpamm;

2. T1OCTOAIHHO ycTaHaB/nMBaim nadytv (LWUpoBble 3annaTku, KOTOpble aBTOMATUYeCKM
yCTaHaB/MBAKTCA C Le/blo fopabTKM nporpaMmbl) v Apyrue O6GHOBMIEHUS CBOEA
onepaumroHHoN cucTembl. CKaumBail MX TOMIbKO C OpULMaNbLHOTO calita paspaboTumka
OC. Ecnu cyLiecTBYeT peXxuM aBTOMaTUHYeCKOro 06HOBEHNS, BK/OUYN €ro;

3. Pa6oTali Ha CBOEM KOMMbIOTepe Mof rnpasaMu Mnosb3oBaTtess, a He agMUHUCTPATopa.
3T0 He NO3BOMUT GOMBLUMHCTBY BPEAOHOCHBLIX MPOrpaMM WHCTa/IMPOBaTbCA Ha
TBOEM MepPCOHaIbHOM KOMIMbIOTEPE;

4. KVcnonb3yi aHTUBMPYCHbIE MPOrpamMMHble NMPOAYKTbl U3BECTHLIX MPOU3BOAUTENEN, C
aBTOMAaTUYECKUM OOHOBNEHNEM 0a3;

5. OrpaHnyb PU3NYECKNIA LOCTYN K KOMMbIOTEPY A1 NOCTOPOHHUX JIULL;

6. Mcnonb3yii BHeLHMe HOCUTENN UHAOPMaL MK, TaKne Kak (iewka, ANCK unun gainn uns
WHTEepPHeTa, TOMbKO M3 NPogiepeHHbIX UCTOYHVKOB;

7. He OTKpblBail KOMMbIOTEPHbIE (hali/ibl, MOMyYEHHble U3 HEeHaEXHbIX UCTOYHUKOB.

[axe Te (aiinbl, KOTOpble MNpucnan TBOW 3HAKOMbIA. Jly4ylle YTOYHW Y HEro,
OTNpaB/sN N1 OH Tebe ux.

CeTun WI-FI

Wi-Fi - 370 He BMA nepefayn JaHHbIX, HE TEXHOMOINA, a BCEro b bpeHs, Mapka. Eue
B 1991 rogy HuAepnaHAckas KomnaHus 3apeructpuposana 6peHs «WECA», uto 0603Ha4ano
cnosocoyetaHme «Wireless Fidelity», koTopbllii NepeBOAMTCA KaK «6eCcnpoBOAHas TOYHOCTb.

[o Hawero BpemeHW fowna apyras abbpeBmaTypa, KOTopas ABNAETCH TaKOWh ke
TexHonorunein. 3to abopesmatypa «Wi-Fi». Takoe Ha3BaHMe 6bI10 AaHO C HAMEKOM Ha CTaHAapT
BbICLUMI 3BYKOBOW TexHWUKW Eli-Fi, 4TO B NnepeBoje 03Ha4aeT «BbICOKAsA TOYHOCTbY.

[a, 6ecnnatHblii MHTEPHET-AOCTYN B Kadie, OTENsX U asponopTax SBASETCS OTAUYHOM

BO3MOXXHOCTbO BbIX0fa B MHTEPHET. HO MHOrMe 3KcnepTbl CUMTAIOT, YTO 06LenocTynHble Wi-
Fi ceTn He aBna0TCA 6€30NacHbIMU,

CoBeTbl N0 6e30nacHOCTX paboTe B 06WeA0CTYMNHbIX ceTax Wi-fi:



He nepefaBali CBOK NMYHYIO MH(OpMauuto 4vepes obuwepocTynHble Wi-Fi ceTw.
PaboTas B HUX, >enateslbHO He BBOAWTbL Maponv LOCTyna, JIOTWHbI U KakKue-TO
HOMepa;

Wcnonb3yit 1 06HOBNAK aHTUBMPYCHbIE NpOrpaMMbl U GpaHamayep. Tem cambiM Tl
o6e3onacuLlb ceba OT 3aKauku BMpyca Ha TBOe YCTPOMNCTBO;

Mpu wncnonb3oBaHun Wi-Fi oTkaouM yHKumio «O6wnii goctyn K aiinam u
npuHTepam». JlaHHad (YHKUMA 3akpbiTa N0 YMOJYaHWIO, OLHAKO HEeKOTopble
nonb3oBaTeNn aKTMBMPYIOT eé Ans ya06CcTBa NCMOob30BaHMS B paboTe nnm y4eobe;

He wcnonb3yii ny6nunuHblii WI-FI gns nepefayv NWYHbIX AaHHbIX, Hanpumep Ans
BbIX0/a B COLMa/bHbIE CETU U B 3NIEKTPOHHYIO MOYTY;

Mnonb3yii TONbKO 3awmiieHHoe coeauHeHne yepes HTTPS, a He HTTP, T.e. npu
Habope Beb-afpeca BBOAN UMEHHO «https://»;

B wmo6unbHOM TenehoHe  OTKMOUM  (PyHKUMO  «llogknoveHne K - Wi-Fi

aBTOMaTU4ecKn». He gonyckaii aBTOMaTMyeCcKOro NoAKMAYEHNS YCTPOKCTBA K CETAM
Wi-Fi 6e3 TBOero cornacus.

CoumarbHble ceTHu

CouuanbHble CETW aKTUBHO BXOASAT B Hally )XW3Hb, MHOTME NIIOAM PaboTatT W XKMBYT
Tam NOCTOSIHHO, a B Facebook y»e 3aperncTpMpoBaH MUAMAPS YeNoBEK, YTO ABNSETCS OHON
cefbMoii Bcex >uUTeneld mnaHeTbl. MHOrvMe Mnonb3oBaTeny He MOHUMAT, YTO MHOpMaLus,

pasMeLLeHHas UMW B COLMAbHbIX CETAX, MOXET ObITb HailgeHa 1 UCNOMb30BaHa KEM YIOAHO, B
TOM yuc/ie He 0653aTe/IbHO C 6/1arMMK HamepeHUIMU.

OCHOBHbI€ COBEThI N0 6e30MacHOCTL B CouManbHbIX CETAX:

1

OrpaHu4yb CNMCOK fApys3eil. Y Tebs B ApPYy3bAX He AOMKHO ObiTb CAyvaliHbIX W©
He3HaKOMbIX NIOAEN;

3auuuain cBOK 4YaCTHYH XM3Hb. He ykasbiBaii naponu, TeneoHbl, agpeca, faty
TBOEr0 POXAEHUA W [PYTYH NUYHYKO WH(QOPMaUUto. 3M0YMbIWAEHHUKA MOTyT
MCMoNb30BaTh AaXe MH(pOPMaLUIo O TOM, KakK Tbl M TBOM POAMTENN NiaHupyeTte
NPOBECTU KaHWUKY/bl;

3awuuar cBoko penyTauumio - [epXu ee B YACTOTE U 3aAaBaii cebe BONPOC: X0Ten 6bl
Tbl, 4TOObI Apyrve Nonb3oBaTeNn BUAENWU, YTO Tbl 3arpyxaewwb? Mogymain, npexpie
4yeM YTO-TO ony6/MKOBaTb, HANUCATb W 3arpy3unThb;

Ecnn Tbl roBOpULLb C NIOABMU, KOTOPbIX He 3Haelllb, He WUCMOJb3yi CBOE peasibHoe
UMSA W OPYTYH0 JIMYHYK0 WMH(OPMaLMK: WMMS, MECTO >KUTENbCTBA, MECTO Y4yebbl U
npoyee;

WN3beraii pasmelteHus gotorpaduii B IHTepHeTe, rae Tbl M300paXKeH Ha MECTHOCTH,
M0 KOTOPOW MOXHO Onpefe/inTb TBOe MECTOMOMIOXKEHNE;

Mpwy perncTpauum B coLManbHON CETU HEOOXOAMMO MCMOMb30BaTh CIOXHbIE Maponu,
cocTosLme 3 6YKB 1 LUDP 1 C KONNYECTBOM 3HAKOB He MeHee 8;

[ns coumanbHONW CeTu, NoYTbl U APYrnX CalToB HEOO6XOAMMO UCMO/b30BaTh pasHble

naponu. Torga ecnu Te6s B3NOMAtOT, TO 3/10YMbILLNEHHWKX MOMTyYaT AOCTYN TOMbKO
K OHOMY MECTY, a He BO BCE Cpasy.

ONEeKTPOHHbIE AEHbIN

ONEKTPOHHbIE AEHbIN — 3TO OYEHb YA0OHbLIA CNOCOO MaaTexei, OAHAKO CYLLECTBYIOT
MOLLUEHHMKWN, KOTOPbIE XOTAT MOMYYNTb 3TU AEHLIN.

ONEeKTPOHHbIE AEHbIN MOSBUIUCL COBCEM HELABHO M MMEHHO M3-3a 3TOF0 BO MHOIMX
rocyaapcTBax o CMX Mop He NPOMNMUCaHO MPO HUX B 3aKOHaX.


https://%c2%bb

B Poccum >xe OHM (YHKUMOHMPYIOT M O HUX Y>XKe MPOMNMUCaHO B 3aKOHe, TAe WX
pa3fenstoT Ha HECKOMbKO BUAOB - aHOHWUMHbIE M He aHOHUMHble. PasHuua B TOM, 4TO
aHOHVMHble - 3TO Te, B KOTOPbIX paspellaeTcsi MPOBOAMTL Onepauun 6e3 MAeHTUQMKaLUK
Mo/b30BaTeNs, a B HEAHOHUMHbIX MAEHTU(UKALMM NONb30BaTENS ABNSETCA 06513aTeNbHOM.

TaKkXe cnefyet pas3iMyatb 3MEKTPOHHbIE (PUaTHble AeHbr (paBHbl rOCYAapCTBEHHbLIM
Ba/toTam) U 3N1EKTPOHHbIE HePUATHbIE AeHbIN (He paBHbl FOCYAAPCTBEHHbLIM Ba/llOTaM).

OCHOBHbIe COBETbI N0 6e30MacHO paboTe C INEKTPOHHBIMU LEHbIaMMU:

1L TpuBXn K cYeTy MOOMNbHbLIA TeneoH. ITO cambllii YA0OHbIA N GbLICTPbIA CNOCOO
BOCCTaHOBUTb [OCTYN K CYeTy. [puBSA3aHHbIA Tene)oH MOMOXET, ecnn 3abyjellb
CBOI NNaTeXHblli Naponb UKW 3alifelb Ha CainT C HE3HAKOMOTO YCTPOICTBA,;

2. Wcnonb3yin ogHopasosble naponun. locne nepexoja Ha YCWIEHHYH aBTopM3auuto
Tebe yxe He OyAeT yrpoXKaTb ONacHOCTb KPaXKu WM nepexsaTa MaaTexHoro napons;

3. Bblbepu CnoxHbIi naponb. pecTynHWKam OyfeT He NpoCcTO yrafaTb CAOXHbINA
naposib. HagexxHble naponn — 3710 Naposiv, KOTOPble COAEPXKAaT He MeHee 8 3HAKOB U
BK/IIOYAIOT B CeBS CTPOUHbIE M MPOMUCHbIE BYKBbI, LU(PblI U HECKO/IbKO CYMBOJIOB,
Takune Kak 3HaK fofinapa, yHTa, BOCKAULATeNbHbIA 3HaK 1 T.n. Hanpumep, StROng!;;

4. He BBOAM CBOM /INUHbIE JaHHble Ha caliTaX, KOTOPbIM He JoBepseLLb.

ONeKTpOoHHAdA noyTa

DNeKTPOHHasA nMoyTa — 3TO TEXHOOTMS U MPeAoCTaBNsSEMble €t YCYT NO NePeChbIKe 1
MOMYYEHNO 3MEKTPOHHbLIX COOOLLEHWNIA, KOTOpble PacMpefenstoTcs B KOMMbIOTEPHOW CEeTW.
O6bI4HO 3NEKTPOHHbII MOYTOBbIN ALK BbIFNSANT cnefyowmnm o6pasom:

MMSi_No/b30BaTeNss@uMsi_AioMeHa. Takxe KpoMe nepefayy MpoCcTOro TeKCTa, WMeeTcs
BO3MOXHOCTb NepeaaBaTh (haiifibl.

OCHOBHbIe COBETbI M0 6e30MacHOl paboTe C 3NEKTPOHHON MOYTOIA:

1 Haago BblOpaTh NpaBUbHbIV MOYTOBbLIA CEPBUC. B MHTEpPHETE €CTb OrPOMHbI BbIGOP
6ecnnaTHbIX MOYTOBbLIX CEPBUCOB, OAHAKO NyYlle A0BEPATb TEM, KOr0 3Haellb W KTO
nepBbiii B PEATUHTE;

2. He ykasbiBaii B IMYHOIN MOYTE NNYHYKO MH(OpMaumo. Hanpumep, nydile Bbi6paTh
«MY3blKa/bHbI_haHaT@» unn «pok2013» BMeCTO «TeMal3d»;

3. Vcnonb3yil AByxaTanHyto aBTopu3aumio. 310 Korga nomMvMo napons Hy>XHO BBOAWTb
Kog, npucblaemblii no SMS;

4. Bblbepy CNOXHbIA Naponb. [N KaX[oro Mo4YTOBOro AWMKa AO/MKEH OblTb CBOVA
HafeXHbll, YCTONYMBBIA K B3/IOMY Naposib;

5. Ecnn ecTb BO3MOXHOCTb HanucaTb CaMOMY CBOW JIMYHbIA BOMPOC, MCMOMb3Yi 3Ty
BO3MOXHOCTb;

6. Mcnonb3yil HECKOMbKO MOYTOBbIX AWMKOB. [epBbli AN1A YacTHOM Nepennckn ¢
ajpecatamy, KOTOpPbIM Tbl [JOBepselb. JTO 3/MEKTPOHHbIA ajpec He Hamo
MCMonb30BaTh NPU permcTpaymmn Ha popymax n canrax;

7. He oTkpbiBali (aiifnibl U Lpyrvue BIOXEHWUS B MUCbMax [LaXe eCciu OHW Npuwn ot
TBOMX [py3eid. Jlyylle YTOUHN Y HUX, OTMPaBAANIN I OHU Tebe 3aTu aisibl;

8. MMocne okoHYaHMA paboTbl Ha MOYTOBOM CEPBMCE Mepej 3aKpbiTUEM BKIaAKu C
ca/iToM He 3a0y/lb HaXaTb Ha «BbIATU».



Kn6BpOYNInHr nan BUpTyanbHOe U3AeBaTeNbCTBO

KnbepbynnuHr — npecnegoBaHMe COOOLLEHUAMU, COAEPXKALLMMU  OCKOP6IeHHUS,

arpeccuio, 3anyruBaHue; XynMraHcTBO; couMasibHOe GOMKOTUPOBAHME C MOMOLLbH Pa3IMUHbIX
NHTEePHET-CepBNCOB.

OCHOBHble COBETbI N0 6opbbe C KNGepOyNIMHIOM:

1. He 6pocaiica B 60i. Jlyywmnin cnocob: NocoBeToBaTbCA KakK cebs BECTU W, ec/in HeT

TOro, K KOMY MOXHO 06paTWTbCA, TO BHayase YCMNOKOUTbCA. EcnM Tbl HayHellb

0TBeYaTb OCKOPO6/MEHUAMU Ha OCKOPO/IeHUS, TO TONIbKO ele 60Mblle PasoxOKellb

KOHM/INKT;

YnpaBnsii CBOen KnbeppenyTaLnei;

3. AHOHUMHOCTb B CeTU MHMMas. CyLlecTBYKOT CrocoObl BbISACHUTb, KTO CTOWT 3a
AHOHUMHBIM aKKayHTOM;

4. He CTOMT BECTU XY/IMTaHCKWIN 00pa3 BUPTYanbHOW XWU3HW. VIHTepHeT uKcmpyeT Bce
TBOM [eWCTBMS U COXPaHSAET UX. YAanuTb UX OyfeT KpaiHe 3aTpyLHUTENBHO;

5. Cobnopgali CBOW BUPTYasibHYH YeCTb CMOJIOAY;

6. WrHopupyin eauHWYHbIA HeratmB. OfHOpa3oBble OCKOPOWUTENbHbIE COO6LLEHUS
nydiie nrHopuposatb. O6bIYHO arpeccus NpekpawaeTcs Ha HayalbHOW CTaamu;

7. baH arpeccopa. B nporpammax o6mMeHa MrHOBEHHbIMW COOBLLEHUAMMU, B COLMATBHBIX
CeTAX €CTb BO3MOXHOCTb G6/IOKMPOBKM OTMNPaBKXU COO6LLEHWUI C onpeseneHHbIX
aflpecos;

8 Ecnm Tbl  cBugeTens KubepbynnuvHra. TBOM  [elCTBUA:  BbICTYNUTb  NPOTUB
npecnefosartens, nokasaTb €My, 4YTO €ero [JeicTBMA OLEHMBAKOTCA HeraTuMsHO,
noafepXatb >KepTBy, KOTOPOM HYXHa MCUXONOrMYecKas MNOMOLLb, COO6WNTbL
B3POC/bIM O (haKTe arpeccrvBHOro NoBefeHUs B CETU.

o

Mo6uNbHLIN TenegoH

CoBpeMeHHble CMapTOHbl W NNaHWeTbl cogepXaT B ceGe BMOMHe B3POC/bIii
(byHKLUMOHAN, ¥ Tenepb OHM MOTYT KOHKYpPMPOBaTb CO CTaLMOHApPHLIMU KOMMbOTEPAMM.
OpHako, cpefCTB 3aliWTbl A1 NOA06HbLIX YCTPOMCTB MNOKa 0YeHb Mano. TecTUpoBaHMe MU MOUCK

YA3BUMOCTEN B HUX NPOMCXOAUT He TaK MHTEHCMBHO, Kak ans MK, To e camoe KacaeTcs u
MOOUIbHBIX MPUNOXKEHWIA.

CoBpeMEHHbIe MOBUbHBIE Gpay3epbl Y)Xe MPakTUUYECKU AOTHaN HACTO/bHbIE aHanoru,

O[HAKO pacliMpeHune (yHKLMOHaNa BfeYeT 3a CO60M 6GOMbLUYH CAOXHOCTb M MEHbLUYHO
3aLLULLEHHOCTb.

[laneko He BCce NPOM3BOAMTENN BbINyCKatOT OGHOBNEHUS, 3aKpblBatOLLE KPUTUYECKMe
ySI3BUMOCTU AN CBOWX YCTPOIACTB.

OCHOBHble COBETbI Ans 6e30MacHOCT MOBUNBLHOTO TenegoHa:

1. Hwnyero He sABnseTcs Mo-HacTosAwemy 6ecnnatHbiM. ByfAb OCTOPOXeH, BefAb Korpga
Tebe npepnaratoT 6GecnnaTHbIAi KOHTEHT, B HEM MOFYT ObiTb CKpPbITbl Kakue-To
nnaTHbIe YCNyru;

2. [Aymaii, npexzge yem oTnpasutb SMS, (0TO N BUAEO. Tbl TOYHO 3HaeLb, FAe OHU
OyoyT B KOHEYHOM mTOre?

Heobxo4MMO0 06HOBNATL OMepaLmoHHYI0 CUCTEMY TBOETr0 CMapTqOHa;
4. cnonb3yi aHTUBMPYCHbIE NPOrpaMMbl A1 MOGUIbHbLIX TeNeqoHOB;

w



5. He 3arpy»ail NpuioXeHns 0T HEN3BECTHOTO MCTOYHMKA, BEAb OHU MOTYT COAEPXKaTb
BPEAOHOCHOE MPOrpaMMHOe 06ecneyeHue;

6. lMocne TOro Kak Tbl Bblilfellb C caiTa, rhe BBOAUI IMYHYIO MH(OPMaUUIo, 3ainan B
HacTpolikn 6paysepa 1 yganu cookies;

7. Tlepvoanyeckn NpoBepsii Kakue NnaTHble YCNyru akTUBUPOBaHbl Ha TBOEM HOMEpE;

8. [asain cBOV HOMep MOOGWUILHOIO TenethoHa TONLKO NHOAAM, KOTOPbIX Thbl 3HaEWb U
KOMY A0BepsieLlb;

9. Bluetooth gomkeH OblTb BbIKMKOYEH, KOrAa Thl MM He MOMb3yellbcs. He 3abbiBali
MHOT4a NPOBEPATL 3TO.

Online urpbl

CoBpEMEHHblE  OHMAWMH-UIPbl - 3TO KPacouHble, 3axBaTblBalOLiMe pPa3BlEYEHNS,
00bEMHSAIOLLME COTHU ThICAY YENOBEK MO BCEMY MuUpy. VrpOKW MCCNeaytoT AaHHbIA UM Mup,
06LarTca ApYr ¢ APYroM, BbIMOHAOT 3ajaHUs, CPKAOTCA C MOHCTPaMU U MOAYYaT OMbIT.

3a y[0BONbCTBME OHWM NAATAT: MOKYNawT [AMCK, OMNavymBatoT aGOHEMEHT WAM NpuobpeTaroT
KaKune-To Onuum.

Bce 3t cpeacTtBa MAYT Ha MOALEPXaHWe W pa3BUTME UrPbl, a TakKXKe Ha camy
6e30MacHOCTb: COBEPLUEHCTBYIOTCA CUCTEMbl aBTOPW3auWK, BbIMYCKAKOTCA HOBbIE MNatyu
(undppoBble 3annaTkK 419 NPOrpamm), 3aKpbIBarOTCA YA3BUMOCTU CepBEPOB.

B nogo6HbIX Mrpax CTOMT ornacaTbCsi He CTONbKO CBOMX COMEPHWMKOB, CKOMbKO Kpakii
TBOEro Napossi, Ha KOTOPOM OCHOBaHa CUCTeMa aBTopM3aL M 60NbLINHCTBA UT.

OCHOBHble COBeTbl N0 6€30MacHOCTN TBOEIO MIPOBOr0 aKKayHTa:

1. Ecnu gpyroi urpok BefeT cebs Naoxo uam cosgaet 1ebe HeNpuUATHOCTK, 3a6/10KUPY i
ero B CMMCKe UrPOKOB;

2. Moxanyiics agmMWHUCTpaTOpam Wrpbl Ha M0X0e MOBefeHMe 3TOT0 UrpPoKa,

XXenaTeNbHO NPUIOXKNTL Kakne-TO A0Ka3aTeNnbCTBa B BUAE CKPVHOB,;

He yka3sbiBali TMUYHY0 UH(OpMaLMIO B Npodialine urpsbl;

YBaxali Apyrnx y4acTHUKOB MO UTpe;

He ycTaHaBnuBaii HeouLmManbHble NaTum 1 MOAbl;

cnonb3yii cnoxHble 1 pasHble Naponu;

[laxxe BO BpeMsi Urpbl He CTOWT OTK/YaTb aHTUBMpYC. MoKa Tbl WMrpaellb, TBOMN
KOMMbIOTEP MOTYT 3apasnTb.

~No oA w

OULLNHT UK Kpa>Ka IMYHbIX AaHHbIX

OObIYHON KpaXkei [eHer W [OKYMEHTOB CerofHsi Y)e HUKOro He YAMBULbL, HO C
Pa3BUTUEM  MHTEPHET-TEXHOMOIWIA  3/M0YMbILUNEHHUKA  MNEPEMECTUNCL B WHTEPHET, U
NPOAOMKAKT 3aHNMATLCS «/THOOMMbIM» AEI0M.

Tak nosiBUNach HoBas Yrposa: WHTEPHET-MOLLUEHHWUYECTBA WAWN (ULLIWHT, TNaBHas LENb
KOTOPOro COCTOWT B MOMYYeHUM KOHDMAEHUMaNbHbIX AaHHbIX NOMb30BaTeNeii — NOrMHOB

naponeir. Ha anrnuinickom asbike phishing untaetca kak gpuwmnHr (ot fishing — pbibHas noens,
password — naporsb).

OCHOBHble COBeTbl M0 60pbOE C QULLIMHIOM:

1 Cnegn 3a cBOMM akKayHTOM. Ecnm Tbl nogo3peBaellb, UYTO TBOSI aHKeTa Oblna

B3/10MaHa, TO Heo6XoAMMO 3a6/10KMpPOBaTb €€ W COOOWMUTL afMUHUCTPaTOpam
pecypca 06 3TOM KaK MOXHO CKOpeg;



2. Wcnonb3yid  6esonacHble Beb-caiTbl, B TOM 4uCNe, WHTEPHET-MarasMHoB WU
MOMCKOBbIX CUCTEM;

3. Mcnonb3yil CnoXHble W pa3Hble Naponn. Takum o6pa3om, ecnu Tebs B3NOMaroT, TO
310YMbILLNIEHHUKMN NOMYyYaT AOCTYN TO/IbKO K O4HOMY TBOEMY MPOMUI0 B CETK, a He
KO BCEM,;

4. Ecnn Tebs B3nOManu, TO Heo6X04MMO npeaynpeauTb BCEX CBOMX 3HAKOMbIX,
KOTOpble J06aBneHbl y Te6s B APY3bsX, O TOM, YTO Tebs B3N10OManu 1, BO3SMOXHO, OT
TBOEro MMeHu 6yAeT paccbliaTbCA Cram M CCbIIKA Ha (PULLNHIOBbLIE CalTbl;

5. YcTaHOBM HafexXHbl naponb (PEM) Ha MOGUbHbBIA TenedoH;

OTKNOUM COXpaHeHue napons B bpaysepe;

7. He oTKpbiBail (haitibl U gpyrve BNOXEHWUA B NUCbMaxX AaXKe eCin OHW MPULIIn OT
TBOWUX ApY3eit. Jlyylle yTOYHW Y HUX, OTNPaBASAN NN OHX Tebe 3aTu (alibl.

o

Linchposas penyTawus

LimdpoBas penyTtauma - aTo HeraTMBHasA WM NO3UTUBHaA MH(OPMaLuMA B CETU O Tebe.
KomnpomeTvpytowas mMHgpopmaums pasMelleHHas B UHTEPHETe MOXET Cepbe3HbiM 06pa3om
0TpasnTbCA Ha TBOEW peasibHOM XM3HW. «Llndposas penyTaymsa» - 370 TBOW UMUK, KOTOPbIiA
(hopmupyeTca U3 MHpopmauum o Tebe B MHTEPHETE.

TBOE MECTO XWTENbCTBA, Y4ebbl, TBOE (IMHAHCOBOE MOMIOXKEHME, 0COBEHHOCTY XapaKTepa
1 paccKasbl 0 6AN3KUX - BCe 9TO HaKan/jMBaeTCs B CETW.

MHOrme NoAPOCTKM NIErKOMbIC/IEHHO OTHOCATCA K Ny6/aMKauum NMYHON MHGpopMauum B
NHTepHeTe, He NOHMMasA BO3MOXHbIX MOCMEACTBUIA. Thl faXe He CMOXeLlb J0rajarbcs O TOM,
4TOo (hoTOrpagms, pasmeleHHas 5 net Hasag, ctana NPUUNHON 0TKa3a NPUHATL Tebs Ha paboTy.

KoMmeHTapmmn, pasmelleHne TBOMX (oTorpaduii m  apyrvme [eicTBus MOFYT He
MCYE3HYTb [aXe MOocfe TOoro, Kak Tbl WX YyAaiuwb. Tbl He 3Haellb, KTO COXpaHWUn 3Ty
MH(opMauMio, nonana M OHa B MOMCKOBbIE CUCTEMbI M COXPaHMMACh NI OHa, a FMaBHOE: YTO
noaymaroT 0 Tebe OKpyXKalollee NoaW, KOTOpble HaayT U yBUAAT 3T0. HaliTu nHGopmauuio
MHOIF0 NIeT CAYCTS CMOXET /060 - Kak M3 A00pbiIX NOOYXAEHWA, TaK U C HaMEepPeHMeEM
NPUYNHUTL Bped. STO MOXET ObITb KTO YIOAHO.

OCHOBHbI€ COBETbI MO 3aWuUTe LUDPOBOIA penyTauuu:

1 TMMopywmaii, npexge 4eM 4To-TO Ny6/MKOBaTb U nepefdasatb y cebsi B 6nore wnn B
counanbHol ceTtu;

2. B HacTpoiikax npoguns ycTaHOBM OrpaHnYeHnsi Ha MPOCMOTP TBOEro MPogunns u ero
COAEPXMMOrO, CAenai ero ToNbKO «As Apy3ei»;

3. He pasmelyaii 1 He yKasblBali MH(OpPMaLMIO, KOTOpas MOXET KOro-nnbo ockopbnatb
Nnn 0bmxartb.

ABTOpCKOe Nnpaso

CoBpeMEHHbIE  WIKONbHWUKN- aKTUBHblE MO0/b30BAaTENN  LM(POBOr0 MPOCTPaHCTBA.
OfHaKo [aneko He BCe 3HAKT, YTO MONb30BaHME MHOTMMK BO3MOXHOCTSIMU LM(POBOro mmpa
TpebyeT cO6M0AEHNS NPaB Ha MHTENNEKTYallbHY0 COBCTBEHHOCTD.

TepMUH  «UHTENNEKTYyaNbHas COGCTBEHHOCTb» OTHOCUTCS K PasNMUHbIM TBOPEHUAM
Ye/I0BEYECKOr0 YMa, HauMHas C HOBbIX M306PETEHUIH 1 3HAKOB, 0603HaYalOLLMX COGCTBEHHOCTb

Ha MpoAyKTbl W YCAYyr¥M , W 3aKaHuMBas KHUramu, oTtorpagmamu, KuHO(QUIbMaMU W
MY3bIKa/lbHbIMU NPON3BEAEHUAMU.



ABTOpPCKME MpaBa - 3TO MpaBa Ha MHTENNIEKTYa/lbHY0 COBCTBEHHOCTb Ha NPOM3BeSEHUA
HayKuW, NNTepaTypbl U UCKYcCTBA. ABTOPCKME MNpaBa BbICTYMNakT B KaYeCTBE rapaHTUK TOro, YTO
VHTENNEKTYa/IbHbI/TBOPYECKNIA TPYA aBTOpa He OyAeT HanpacHbIM, JacT eMy CrnpaBef/vBble
BO3MOXHOCTW 3apaboTaTb Ha pe3ynbTaTax CBOEro TpyfAa, MOAy4MTb U3BECTHOCTb W MPU3HAHWE.
HWKTO 6e3 paspeLLeHns aBTOpa He MOXXET BOCMPOM3BOAUTL €r0 NPOU3BELEHME, PACNPOCTPaHSATD,
ny6/IM4HO [EMOHCTPUPOBaTb, MpPOAaBaTb, WMMMOPTMPOBaTb, MyCKaTb B MPOKaT, My6/MYHO
MCMOMHATb, NOKa3blBaTb/MCNONHATL B 3Mpe Um pasmelLatb B VIHTepHeTe.

Mcnonb3oBaHWe «NMpaTCKoOro» NporpaMMHOro 06ecneqeHns MOXeT NPUBECTU K MHOTUM
pyUCKam: OT MOTEpU [JaHHbIX K TBOMM aKKayHTaM A0 6JI0KMPOBKM TBOEro YCTPOWCTBA, rae
YCTaHOBNEHHbIA He nerajbHas nporpaMma. He cTOMT Takxke 3abblBaTb, UTO CyLLecTByeT
neranbHble U 6ecniaTHble MPOrpaMMbl, KOTOPblE MOXHO HaliTW B CETH.

O nopTane

CeTeBMYOK.ph - TBOW rNaBHbIi COBETYMK B CETW. 3[eCb Tbl MOXelb Y3HaTb O
6€30MacHOCTN B CETW MOHATHbIM W AOCTYMHbLIM S3bIKOM, a NPU BO3HWKHOBEHWUW KPUTUYECKOIA

CUTyaummn 06paTUTLCS 3a COBETOM. A TakXe MPUHATb yyacTue B KOHKypcax W CTaTb CaMblM
LM(POBBIM rpaXjaHUHOM!



MpunoxeHne Ne3. MamATKa 418 poauTenein 06 MHHoOpPMaLMOHHOK 6e30MacHOCTN AeTel

OnpepeneHve TepMuHa «MUHMOPMaLMOHHas 6e30MacHOCTb [eTeil» COAepXUTcs B
depfepanbHOM 3akoHe No 436-D3 «O 3awuTte feTelt 0T UHPOPMaLUK, NPUYMHSIOLLENA Bpes KX
3[0POBbI0 M Pa3BUTUIO», PETYVPYIOWMUM OTHOLUEHMWS, CBS3aHHble C 3alWMTON feTel OT
NHHOPMaLMK, NPUYUHSIOLLER Bpe UX 340P0BbI0 U (UKn) pa3BuTuio. CorfacHo gaHHOMY 3aKOHY
«MH(OpMaLMOHHas 6e30MacHOCTb [JeTeil» - 3TO COCTOSHWME 3alULLEeHHOCTU, MpU KOTOPOM
OTCYTCTBYET PWCK, CBSi3aHHbIA C MPUYMHEHMEM MH(OpMauneli Bpega MX 340POBLID W (M)
(h13mMyecKoMy, NCUXUYECKOMY, JYXOBHOMY, HPaBCTBEHHOMY Pa3BUTUIO.

B

cuny ®epepanbHoro 3akoHa Ne 436-P3 uHGpopMauueid, MNPUUMHAIOLLEA Bpea

3[10POBbLIO U (M) Pa3BUTUIO AETEN, ABNSETCS:

1
2.

w

8.
9.

MHOpMaLMA, 3anpeLLeHHas 419 pacnpocTpaHeHus Ccpeaun AeTel;

NHpopmauusa, pacnpocTpaHeHne KOTOPOiA OrpaHuyeHo cpeam
JeTel  ornpefenieHHbIX BO3PACTHbIX KaTeropuil.

K nH(opmaumm, 3anpeweHHO 418 pacnpocTpaHeHWs cpeauv AeTei, OTHOCUTCS:
NH(opMauns, nobyxxjarollas AeTel K COBEPLUEHMIO AeNCTBUIA, NPeACTaBASOLLNX
Yrpo3y MX XXU3HU 1 (UNK) 340POBbIO, B T.4. MPUYMHEHUIO Bpeda CBOEMY 3[40POBbLIO,
camoyoumicTay;

CMOCO6GHOCTb BbI3BATb Y [eTeil >KenaHuve YnoTpebuTb HapKOTUYeCKue CpeacTBa,
NcuUXoTpornHble ©  (MAM) ofypmaHuBalollMe BellecTBa, TabauyHble u3genus,
afIKOTONIbHYH0O U CMMPTOCOAEPXKALLY0  MPOAYKUMIO, TMUBO WU HanuTKW,
M3roTaBNMBaeMble Ha ero OCHOBE; MPUHATbL y4yacThe B a3apTHbIX Urpax, 3aHUMaTbCs
nNpoCcTUTYUMel, 6POASKHNYECTBOM UM MONPOLLAAHNYECTBOM;

060CHOBbIBaOWAA WM OMNpaBAblBalollias  AONYCTUMOCTb  Hacunus u - (Uam)
XKECTOKOCTU Nnbo nobyxgarollas OCyLUeCcTBNATb HaCWUbCTBEHHbIE [ENCTBUA MO
OTHOLLEHMIO K OASM N XKNBOTHbLIM;

oTpuuatoLlas cemeliHble LEHHOCTM U (DOPMUPYIOLLAas HeyBaXKeHWe K POAUTENsaM u
(MnKn) LpyrMM 4neHam cembu;

onpasAblBatoLLas NpoOTUBONpPaBHOE NOBEAEHME;

cojepxkallas HeLeH3ypHyo GpaHb;

10. cogeprkalas MHpopmMaLmnio NopHorpauUecKoro xapakrepa.

K MH(opmMauum, pacnpocTpaHeHne KOTOPO OrpaHUYeHO cpeaw AeTeii onpeaeneHHoro
BO3pacTa, OTHOCUTCS:

1

4.

NHMOpMaLMa, NpeacTaBnfgeMas B BUAE M300paXKeHUA WAN OMUCAHWUSA >KECTOKOCTMH,
(M3nyeckoro u (UNM) MCUXMYECKOr0 HAacuiud, TNPeCcTYNnIeHns WA  UHOTO
aHTNOGLLECTBEHHOTO AENCTBUS;

BbI3blBalOLLaA Yy [eTeil CTpax, yxac WM naHuky, B T.4. MpeicTaBnseMas B Buie
N306paXeHNs WAN OMUCAHUA B YHUXKaIOLWEN YenoBevyeckoe [AOCTOMHCTBO (hopMe
HeHaCUNbCTBEHHOW CMepTK, 3aboneBaHnsi, CaMOyOMIACTBA, HECYACTHOrO Cry4as,
aBapuu Uy KaTacTpodbl U (MK) UX NOCNEeLCTBUIM,

npescTaBnseMas B BUAe M306PaXXEHUS UIN OMUCAHUS MONOBbIX OTHOLUEHWA MeXay
MY>XUMHOWN N XEHLLMHOM;

cofiepxallas 6paHHble CI0Ba U BbIPAXKEHWS, HE OTHOCSLLMECS K HELEH3YPHOI 6paHu.

C yyetom 3toro Bam npegnaratotcs npasuna paboTtbl B ceTv VIHTEpHET 418 pa3/iMyHbIX

BO3PaCTHbIX KaTeropuin, cobntofeHne KOTOpbIX MO03BOANT 06ecrnednTs WHHDOPMAaLNOHHYHO
6e30MacHOCTb BalUMX [EeTe.

OO6uime npaBLwa Ans poanmTenei



1. HesaBucumo OT Bo3pacTa pebeHKa MCNONb3ylTe nporpaMMHOe obGecrneyeHue,
nomoratowiee (UNbTPOBaTb W KOHTPOAMPOBATb MHGOPMaLUIO, HO He nonaramTech
MOMIHOCTbIO Ha Hero. Balle BHUMaHUe K pebeHKyY - rMaBHbIi METOZA 3almThI.

2. Ecnn Baw peGeHOK MMeeT akkayHT Ha OAHOM M3 couunanbHbIX cepBucoB (LiveJoumal,
blogs.mail.ru, vkontakte.ru ©n T.n.), BHMMATE/IbHO W3Yy4YuTe, Kakyk WHpopMaLumio
MOMELLAIOT ero y4aCTHUKM B CBOUX Npodmnax v 6norax, BKoYas gotorpadmm 1 Buaeo.

3. TlpoBepbTe, C KaKUMU APYrMK CailTaMun CBsi3aH COLMabHbIA cepBmC Balero pebeHka.
CtpaHunukn Bawero pebeHka MOryT 6bITb 6€30MacHbIMU, HO MOTYT U COLEPXaTb CCbINKK
Ha HeXenaTenbHble W OMacHble caliTbl (Hanpumep, MOPHOCANT, WK CailT, Ha KOTOPOM
Apyr yrnoMuHaeT HOMep COTOBOro TesneoHa Bauwero pebeHka unv Baw gomaluHuii
a/pec)

4. MoowpsinTe Bawwnx geteir cooblat 060 BCEM CTPaHHOM WM OTTa/IKMBAKOLWMM U He
C/IMLLKOM OCTPO pearupyiTe, KOrga oHu ato fenarot (M3-3a onaceHus noTepaTb 4OCTYN K
WHTepHeTy [eTn He TroBOPAT poavTensM O npobnemax, a TakXe MOryT HayaTb
MCnonb30BaTh HTEPHET BHE AOMa U LUKO/bI).

5 byabTe B Kypce CeTeBOW XWU3HM Baiuero pebeHka. VHTepecyiTecb, KTO MX ApY3bs B
NHTepHET TakK Xe, KaK MHTepecyeTecb peasbHbIMU APY3bAMU.

BospacT oT 740 8neT

B VHTepHeTe pebeHOK cTapaeTcsi MOCETUTL Te WM UHble CaliTbl, @ BO3MOXHO W YaTbl,
paspeLleHne Ha MoceLleHne KOTOPbIX OH He Monyy4un 6bl 0T poguTenein. Moatomy poauTensm
0COOGEHHO nNOJfie3Hbl OyAyT Te OTYeTbl, KOTOpble MNpPefOCTaBAATCA MNporpaMMaMyt Mo
OrpaHUYeHN0 UCNOoNb30BaHMA VIHTepHeTa, T. e. PoguTeNnbCKWMiA KOHTPOAb WAW TO, 4YTO Bbl
CMOXETe yBMAETb BO BPEMeHHbIX (hailnax. B pe3ynbtaTe, y pebeHKa He OyAeT OLLYLUEHMS, YTO
3a HUM BefeTCS MOCTOSAHHbIA KOHTPO/b, OAHAKO, POAUTeNnn 6yayT MO-npexHeMy 3HaTb, Kakue
caliTbl nocewiaet nx pebeHoK. [eTn B A4aHHOM BO3pacTe 06/1a4al0T CU/IbHLIM YYBCTBOM CEMbM,
OHW [0BEpPYMBbI WU HE COMHeBalOTCA B aBTOpuUTeTax. OHWM NOGAT Mrpatb B CeTeBble Urpbl U

nyTellecTBOBaTb N0 VIHTEPHETY, NCMONb3yst 3N1EKTPOHHYIO MOYTY, 3aX04MTb Ha CaiiTbl U YaTbl,
He peKOMeH/0BaHHble POANUTENSMN.

CoBeTbl N0 6e30macHOCTV B ceTn VIHTepHeT ans getei 7-8 net

1. CospaitTe CNMCOK fOMaLIHUX MpaBwun nocewleHns VIHTepHeTa Npy yyYacTumn aetein u
TpebyiiTe ero BbINOMHEHMS.

2. Tpebyinte oT Bawero pebeHKa CO6MIOAEHNA BPEMEHHbLIX HOPM HaxOXAeHus 3a
KOMMNbHOTEPOM. [oKaxuTe pebeHKy, UTo Bbl HabnoAaeTe 3a HAM He NMOTOMY 4YTO Bam
3TO X04eTcs, a NOToMy 4To Bbl 6ecnokonTech 0 ero 6e30MacHOCTU U BCerga rotosbl
emMy NnomMoub.

3. KomnbloTep ¢ MNOAKMOYEHUEM K VIHTEPHETY AO/MKEH HaxXO4MTbCA B 06LLeil KOMHaTe
noA NPUCMOTPOM POAUTENEN.

4. Vicnonb3yiTe cneyunanbHble LeTCKME NOMCKOBbLIE MALLMNHBI.

5. Wcnonb3yiTe cpefcTBa 6/10KMPOBaHNA HeXenaTeslbHOro KOHTeHTa Kak LOMOoSIHEHUe K
cTaHAapTHOMY PoAMTeNbCKOMY KOHTPOIHO.

6. Co3gaiiTe CcemeliHblil 3MEKTPOHHbIA SLIMK, 4TOObl HE MO3BOAUTbL [AETSM WUMETb
co6CTBeHHbIE agpeca.

7. BnokupyiTe foCcTyn K caiTam ¢ 6ecniaTHbIMW MOYTOBLIMW AWMKaMU C MOMOLLbHO
COOTBETCTBYHOLLEr0 MPOrpaMMHOro obecneyveHus.

8. Mpuyunte pfeteil coseToBaTbcA C Bamu nepes ony6/MKOBaHWMEM  KakoW-MG60
NH(OpMaLMU CcpeacTBamm 3N1eKTPOHHOW MOYTbI, 4aTOB, PErUCTPaLUOHHbLIX (HOPM M
npogunei.

9. HayuuTe petveii He 3arpyxaTb (ainbl, nNporpaMMbl WM My3blKy 6€3 Ballero
cornacus.



10.
11.

12.

13.

14.

He paspeluaiTe AeTAM UCNONb30BaTh CY>KObl MTHOBEHHOIO 06MeHa COOBLLEHNAMMN.
B «6enblit» CNUCOK CaliToB, paspelleHHbIX A5 NOCeLLeHNs, BHOCMTE TONbKO CaiTbl C
XOpOLLEN penyTaumnei.

He 3abbiBaiiTe 6ecefioBaTb C feTbMy 06 MX ApY3bsiX B VIHTepHeTe, Kak ecnn 6bl peyb
LA 0 ApY3bAX B peasibHOW YXU3HW.

He pgenaiite «T1aby» 13 BONPOCOB MO/I0BOI XWU3HW, TaK KakK B VIHTEpHeTe feTn MOoryT
NErko HaTKHYTbCS Ha MOPHOrpauio UK CalTbl <19 B3POCIbIX».

Mpuyunte Bawero pebeHka coobwatb BaM O /KHOObIX Yrpo3ax WM Tpesorax,
CBA3aHHbIX ¢ VIHTepHeTOoM. OcTaBaiiTeCb CMOKOWHbIMW Y HAMOMHUTE [eTAM, YTO OHU
B 6e30MmacHOCTW, ec/v caMu pacckasan BaM O CBOMX TpeBorax. [loxsanuTe MX u
MOCOBETYITE MOLONTK eLle pa3 B NOLOOHbLIX CNy4asX.

Bo3pacT feTeit oT 9 o 12 neT

B AaHHOM BO3pacTe [eTu, Kak NpaBW/O, Y)Xe Hac/bllaHbl O TOM, Kakas MH(opMauus
cyuiectByeT B VMHTepHeTe. COBEPLUEHHO HOPMa/bHO, YTO OHU XOTAT 3TO YBUAETH, MPOYECTb,
ycnblwatb. Mpy 3TOM HY)XXHO MOMHWTb, YTO JOCTYN K HEXenaTe/lbHbIM MaTepuanam MOXHO
nerko 3a6/10KMPoBaTb NPU MOMOLLM CPEACTB POANTENLCKOTO KOHTPONS.

CoBeTbl N0 6e30MacHOCT Ans aeTeit oT 9 o 12 net

1

2.
3.

10.

11.

12.

13.

14.

15.

Co3paiiTe CNUCOK JOMalUHUX NpaBu NocelleHns VIHTepHeT npu yyactum getein u
TpeOyiiTe ero BbIMO/THEHUSI.

TpebyiiTe oT Balero pe6eHka coOOMOAEHNS HOPM HaXO0XAEHWUA 38 KOMMbIOTEPOM.
HabntopaliTe 3a pebeHKOM npu paboTe 3a KOMMbIOTEPOM, MOKaXKUTE emy, 4UTO Bbl
6ecrnokomnTech 0 ero 6e30MacHOCTY 1 BCerfa roToBbl OKasaTb eMy NMOMOLLb.
KomnbloTep ¢ nogkntoyeHneM B VHTEPHET AO0/MKEH HaxXOAMTbCS B 0OLLe KOMHaTe
noA NPUCMOTPOM POAUTENEN.

Ncnonb3yiiTe cpefcTBa 6/10KMPOBAHUA HEXeNaTelbHOr0 KOHTeHTa Kak JOMNO/IHEHME K
CTaH4apTHOMY PoAuTeNbCKOMY KOHTPOJO.

He 3abbiBaiiTe NpMHMMaTb HEMOCPEACTBEHHOE yYacTue B XXN3HU pebeHKa b6eceaoBaThb
C feTbMK 06 UX Apy3bax B VIHTEpHETE.

HacTanBaiiTe, 4TO6bI TN HAKOra He COrnawanunch Ha IMYHble BCTPeUU C ApY3baMU
no NHTepHety.

Mo3BonAnTe AeTAM 3ax0AMTb TOMbKO Ha calTbl U3 «Oenoro» Cnucka, KOTopblit
co3/aiTe BMECTE C HUMMW.

MpuyunTe [eTeil HMKOrAA He BblgaBaTb JIMYHYH MH(OPMaUWO CpeacTBamu
3N1IEKTPOHHOW  MOYTbl, 4aTOB, CUCTEM MIHOBEHHOr0O 06MeHa COO06LeHNAMMY,
PErNCTPaLMOHHbIX (HOPM, NIMYHBIX NPO(UAEl M NPU PerncTpauum Ha KOHKYpCbl B
VHTepHeTe.

Mpuyunte feTeil He 3arpyXarb nporpammbl 6e3 Balwero paspeweHus. O6bAcHUTE
MM, 4YTO OHWM MOTYT C/Ny4YyailHO 3arpy3uTb BUPYCbl WAW APYrOe HexenaTesbHoe
nporpaMMHoe obecreyeHue.

Cospaiite Bawemy peGeHKY OrpaHUYeHHYK Y4YeTHYl 3anucb Ans paboTbl Ha
KOMMbIOTEpE.

Mpuyunte Bawero pebeHka coobwatb BaM 0 /O6bIX yrposax WM Tpesorax,
CBAI3aHHbIX C IHTepHeTOM. HanomHuTe AeTaM, YTO OHW B 6€30MacHOCTH, ecnu camu
pacckasasv Bam 0 CBOMX TpeBOrax v OrnaceHusx.

Pacckaxute geTam o nopHorpadguu B MHTepHeTe.

HacTtauBaiTe Ha TOM, 4TO6bI AeTV NPeAOCTaBAANN BaM AOCTYN K CBOEW 3/1eKTPOHHOM
noyTe, YTOObI Bbl Y6EANNCH, YTO OHWN He 06LAt0TCA C HE3HAKOMLLAMW.

O6bACHWTE  [eTAM, UTO He/Mb3s  MCMONb30BaTb  CETb A1 XY/IMFaHCTBA,
pacnpocTpaHeHUs CNIeTeH WK Yrpos.



BospacT geTeit o1 13 go 17 neT

B 3aTom BO3pacTe MOAPOCTKM aKTMBHO MCMOMb3YHT MOMCKOBblE MalUWHbI, MOMb3YHOTCA
3NIEKTPOHHOW NOYTOW, Cny>xX6amy MrHOBEHHOrO 06MeHa COO6LEHUAMU, CKaunBatOT MY3bIKY U
(mnbMbl. Manbumkam B 3TOM BO3pacTe 6ofiblle MO HpaBy CMeTaTb BCE OFpPaHWYEHUsl, OHW
XaXayT rpyboro tomopa, asapTHbIX Urp, KapTUHOK «Ans B3POCAbIX». [eBOUYKM MpeanoymTatoT

06I.Ll|aTbCF| B Yatax, npu 3TOM OHM Tropa3fo 6onee YYBCTBUTE/IbHbI K CEKCYa/IbHbIM
gomMoratesibCTBaM B MHTepHeTe.

3ayacTyto B AaHHOM BO3pacTe POAMTENAM YXXe BeCbMa C/IOXXKHO KOHTPOAMPOBATL CBOWX
JleTell, TaK Kak 00 VIHTepHETE OHM Y)XXe 3HAKT 3HaUYMTeNbHO 00Mble CBOMX poauTenei. Tem He

MeHee, He OTMycKaiiTe feTeil B «CBOGOAHOe MiaBaHWe» Mo WHTepHeTy. CTapaiTecb aKTMBHO
y4acTBOBATb B 06LLEHUN pebeHKa B VIHTepHeTe.

BaxHo no-npexHemy CTporo cobnogats npasuna VIHTepHeT-6e3onacHocTV -
cornalleHvie Mexzgy poautensMum u faeTbMu. Kpome TOro, Heo6XOAMMO Kak MOXHO ualle
npocmartpmBaTb OTYETbl O AeATeNIbHOCTU feTeil B VHTepHeTe. CneayeT 06paTuTb BHUMaHWE Ha
HeoOX0ANUMOCTb COLEPXKaHUs POAMTENbCKUX Maposiein (naponein afgMUHUCTPATOPOB) B CTPOroMm
CeKpeTe 1 06paTUTb BHUMaHWE Ha CTPOroCTb 3TUX Naposieil.

CoBeTbl N0 6e30MacHOCTM B 3TOM Bo3pacTte oT 13 go 17 net

1. CospgaliTe CNUCOK AOMaWHWX MpaBun  nocewleHns WHTepHeTa npyu y4vacTum
NOAPOCTKOB N TpebyiiTe 6e3yCnOBHOrO ero BbiNOAHeHUs. O6roopuTe ¢ pebeHKOM
CMNCOK 3arnpeLeHHbIX CalTOB («YepHbIi CMMCOK»), Yacbl paboTbl B WHTepHeTe,
PYKOBOACTBO N0 06LLeHN0 B IHTepHEeTe (B TOM UMC/e B YaTax).

2. KomnbloTep C NOAKNHOYEHWEM K CeTU VIHTepHeT AO/MKEH Haxo4uTbCcA B 06Liel
KOMHarTe.

3. He 3abbiBaiiTe 6ecefoBatb C AeTbMU 00 UX ApY3bAX B VIHTEPHETE, O TOM, YEM OHM
3aHATbI TakMm 00pa3om, OyATO peuyb WAET O [APY3bsSX B PeaslbHOM XKWU3HW.
CnpawmBaiite 0 /OAAX, C KOTOpbIMW [eTh 06LalTca MNOCPeACTBOM  CNYXO
MIHOBEHHOI0 06MeHa COOOLLEHNSIMM, UTOObI YOEeANTHLCS, YTO 3TK NHOAN UM 3HAKOMBbI.

4. Wcnonb3yiTe cpeAcTBa 6/10KMPOBAHNA HEXeNaTe/IbHOro KOHTEHTa Kak 4ONO/HEHNE K
CTaHLapTHOMY POAUTENLCKOMY KOHTPOSIO.

5. Heobxogumo 3HaTb, KakMMy 4Yatamu Monb3ytorca Baww getn. [oowpsiite
1CMosib30BaHe MOAEPUPYEMbIX Y4aTOB M HacTamBaliTe, YToObl AeTW He 06Lianuch B
NMPUBaTHOM PEXUME.

6. HacTtauBaiite Ha TOM, YTOObl €T HUKOTAa HE BCTPEYA/INCb JIMYHO C APY3bAMU U3
cetn VIHTepHerT.

7. TMpuyunte pfeTeld He BblgaBaTb CBOK JIMYHYHO WH(OPMALMIO  CpeLcTBamu
3/IEKTPOHHON  NOYTbl, 4aTOB, CUCTEM MIHOBEHHOro 0OMeHa COO0OLLEeHUAMY,
PErnCTPaLMOHHbIX (OPM, NINYHBLIX NPOMUIEA U NPU PerucTpaunyv Ha KOHKYpCbl B
WHTepHeTe.

8. MMpuyunte feTeii He 3arpyxartb nporpammMbl 6e3 Baulero paspelueHus. O6bsAcHUTE

MM, YTO OHW MOryT C/y4allHO 3arpy3vTb BUPYCbl WAW [PYroe Hexenate/bHoe
nporpammHoe obecrieyeHme.

9. Mpuyunte Bawero pebeHka cooblwartb BaM O JO6bLIX yrposax WM Tpesorax,
CBA3aHHbIX C VIHTepHeTOM. HanomHuTe [eTaM, Y4TO OHW B 6€30MacHOCTH, eciiv camu
pacckasasim BaM, O CBOMX Yrpo3ax wau Tpesorax. [loxBanute uX W MOCOBETYWTe
MOLOWTK elle pa3 B NOLOGHbIX ClyyasX.

10. Pacckaxute fetam o nopHorpaguu B WHTepHeTe. Momorute MM 3alUTUTLCA OT
cnama. Hayuunte nOAPOCTKOB He BblgaBatb B IHTepHeTe CBOEro peasbHoro



3/1eKTPOHHOr0 ajpeca, He O0TBeYaTb Ha HeXefatenbHble NUCbMa M MCMO/b30BaTh
cneymnanbHble NOYTOBbIE PUILTPBI.

11. MpuyunTe cebs 3HAKOMUTLCA C CaiiTamm, KOTOPbIe NOCeLLaoT NoAPOCTKM.

12. HayuuTe feTeil yBaxKaTb APYrMX B MHTepHeTe. Y6eanTech, YTO OHM 3HAKOT O TOM, YTO
npasuaa XOpOoLLEro NoBeAeHns AeCTBYIOT Be3fe — AaXe B BUPTYa/lbHOM MUpE.

13. O6bACHUTE [eTAM, 4YTO HM B KOeM Cfy4yae Henb3d wucnonb3oBaTb CeTb And
XY/IMTaHCTBa, pacnpoCcTpaHeHna CNyeTeH UM yrpos ApyrumM nogam.

14. O6cyanTe ¢ NOAPOCTKaMM NPo6IeMbl CETEBbLIX a3apTHbLIX UMP N X BO3MOXHbIV PUCK.
HanomHuTe, 4TO AETU He MOTYT Urpatb B 3T UrPbl COTNACHO 3aKOHY.

MOCTOSAHHO KOHTPOMMPYWTE MCNOMb3oBaHMe VIHTepHeTa Bawwum pebeHkoM! 3T0 He

HapyleHne ero NMYHOro MPOCTPaHCTBA, a Mepa NPeAoCTOPOXHOCTM U MposiBNeHue Baueid
POANTENLCKON OTBETCTBEHHOCTM U 3a60ThI.



